VijeoCitect and W@DE RTU
DNP3 Solution

Schneider






Schneider Electric VJC and W@DE RTU DNP3 Solution

Contents

1 VijeoCitect / W@DE DNP SolUtioN .......cccciiieiiiiiiie e 4
1.1 INEEOAUCHION. ...ttt 4
1.2 Solution Architecture Diagram........ccccviiiiiviiciiiniiiiiiiceeeene 5
2 W@DE COoNfiQUIration .......eeieiiiiiee et e 6
2.1 WED DIOWSEL .ttt 6
2.2 Settings | Operation Mode Menu ... 6
2.3 Settings | Protocol (+TCP/IP (1)) MENU..cciuuiiriericreireireineeeeeneeneeseeessenennennes 6
2.4 Settings | Operation Mode MeNU.......cccvieiiviiiiiiniiciiiniieineesieeseecesennns 7
2.5 Settings | Modbus Master Communication Menu ..., 8
2.6 Settings | Slaves Configuration MenU.......cccceucueieieiriniiiininniieccccceeeenennes 8
2.7 Settings | Classes Configuration MENU ........ccuvuieeueeriieeremnieeneerieenseeeesseeeesenene 9
2.8 Settings | Variable Configuration Menu ........ccceuviiuiiriniiieiiinicinninieensinceensiees 10
3 VijeoCiteCt CoNfIgUIatioN ........ocuveeiiiii e 14
3.1 INtrOAUCHON. ...ttt 14
3.2 Communication Configuration..........cevverininiiiieeieeeeeeeeesssseeeeees 14
3.3 Graphics Page Configuration........covviiiiiiiiiiiciiisssssceees 21
4 Alarm DemonStration ............covveveiieiiniie s 22
5 Trend DEMONSIratioN..........cooviiiiiicieec e 23

Rev: 8.0 Effective: 11-Dec-2009 Page 3 of 23



Schneider Electric VJC and W@DE RTU DNP3 Solution

1 VijeoCitect / W@DE DNP Solution

11

Introduction

The purpose of this document is to give you a basic understanding of how to configure VijeoCitect and
W@DE RTU(s) to communicate with one another via DNP3 over ethernet. There are many parameters
(hundreds) available on both the VijeoCitect and the W@DE RTU side which allow you to adjust how
the system functions. We will go over a few of them but it is best to consult the documentation for
VijeoCitect DNP driver and the W@DE RTU configuration manuals for more details.

A bit about DNP and VijeoCitect read/writing polling:

DNP is a multi-layered protocol, with transactions occurring on multiple layers. This description is only
concerned with protocol transactions handled directly by the VijeoCitect driver.

DNP allows the master (Vijeo Citect) to poll a unit for the current value of a group of pre-configured 1/0
points, via a single request. This is a Class0 poll (Class 0 has all of the master’s relevant I/O points
predefined), also termed as STATIC poll. Data reported as a current value is termed static data. DNP
also allows the master to poll a unit for value changes in a group of pre-configured I/O points, via a
single request. This is a Classl, Class2, or Class3 poll (these are all functionally equivalent, but the
separate groups afford more flexibility in configuration). Data reported as a change in value (also known
as an event), is termed dynamic data. An event may also include a timestamp field. DNP allows these
different polls to be combined into one request. A poll for Class1, Class2 and Class3 is termed an
event poll, as it will acquire all events that have been queued in the device and are awaiting
transmission. A poll for Class0, Classl, Class2 and Class3 is termed an integrity poll, as it will acquire
all events that have been queued in the device and are awaiting transmission, and then it will acquire a
snapshot of all the current values.

The VijeoCitect driver allows each unit to have its polling period, and the ratio of integrity polls to event
polls, defined. The driver also supports additional functionality such that an operator can generate on
demand integrity and event polls.

DNP allows a unit to have the master’'s address be stored internally, so that the unit(W@DE RTU) is
capable of transmitting unsolicited responses of event data to the master(VijeoCitect). An event may
also include a timestamp field.

The VijeoCitect driver is capable of receiving and processing responses regardless of whether the
response contains static or dynamic data, and regardless of whether the response is initiated by a
master’s request or initiated as an unsolicited response. All responses are used to update the driver’'s
cache, and relevant time-stamped events are used to update configured time-stamped alarms and
trends, via the DriverRuntimelnterface.dll .

Write requests from VijeoCitect may result in a physical write to the device, or they may only write to
cache (in the case of internal values, eg OnTime), or they may actually trigger the driver to perform a
function (eg Reset Poll Counters).

Read requests from Citect are serviced through the driver’'s cache.
Note: at the time of this document VijeoCitect DNP3 driver 4.02.12.00001 BETA was used.

Rev: 8.0
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1.2 Solution Architecture Diagram
The architecture will have VijeoCitect talking DNP3 over Ethernet to a Schneider Electric W@DE RTU
which in turn is talking Modbus over TCP/IP to an M340 (as the diagram below shows).
IP: 169 254.0.100
DNP Address: 3 IP: 163264 0.5
DMP Address: 4 IP: 159,254 02
% :-Ii Irm
W@DE RTU M340
VijeoCitect _
L ow |1 _wesmsTorr ||
( Ethernet 1)
Rev: 8.0 Effective: 11-Dec-2009 Page 5 of 23
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2 W@DE Configuration

2.1 Web browser
It is assumed you have configured your W@DE to utliize DNP3 and that it is on the network with the
appropriate IP Address (our case: 169.254.0.5). You should be able to go to your web browser and
bring up the login page for the W@DE configurator. You should login with admin privileges (default:
username:adm pwd:adm).
Please consult the W@DE User Manual if you can not get to the W@DE Configurator web page.
2.2 Settings|Operation Mode Menu
Configuration should be as follows:
Schneider
&Electric > WADE
Administrator
Control Diagnostic Maintenance Settings
Communication general parameters -
tion parameters on physical ports
DHP3 Protocol @
Wode: Mo report by exception | Link: INurmaI 'l Media: I vI Port 1 I
DHP3 Protocol @
WVode: No report by exception | = Link: aff - Media: I vl Port 2 I
tion parameters on TCPAP ports
DHP3 over TCPIP Link: INurmaI vl Protocol @
2.3 Settings|Protocolor.+TCP/IPor.1)) Menu
2.3.1 DNP3 IP Parameters Configuration section
SCADA IP Address= IP address of the SCADA server
Protocol Parameters DNP3
DHP3 IP Parameters Configuration
SCADA IP address |169.254.U.1 00 TCP Port IZUUEIEI
Connection Mode IServer vl Outgoing TCP Port I2DDEIEI
Port 3: Dest UDP Port IZDUUU Init UDP Port IZDDEIEI
Local UDP Port IZDIJIJIJ UDP Mode ICunfigured value vI
Timeout IGD =
SCADA IP address ID.EI.IJ.EI TCP Port IZDDEIEI
Connection Mode IServer vl Outgoing TCP Port I2DDEIEI
Port 4: Dest UDP Port 20000 Init UDP Port IZDDEIEI
Local UDP Port IZDIJIJIJ UDP Mode ICunfigured value vI
Timeout IGD 2
Rev: 8.0 Effective: 11-Dec-2009 Page 6 of 23
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2.3.2 DNP3 Parmeters Configuration
Port 3: SCADA Address is the DNP Address of VijeoCitect ( 3 in our case)

Device Address is the DNP Address of the W@DE ( 4 in our case)

DNP3 Parameters Configuration

Port 3: SCADA address (Iflevice address |4 ]

Device address IEI

Port 4 SCADA address

1

We are only utilizing Port 3:

2.3.3 Application Layer

This is where we actually can configure the W@DE to send unsolicited responses via a specific
DNP Class. Here we are telling W@DE to only send unsolicited responses for DNP Class1

objects.
Application layer
Sends unsolicited responses I@ Class1 ¥ cClass2[”  cClassa[”
Unsolicited wait delay [looo | me Obijects Index 16 =] bite
Port 3: Maximum application re-tries |3— Application time-out IW me
Requires application confirm w Handle requested object unknown bit I@
select Timeout F - Clock validity 3600 <
Use of double-bit binary input I@ TM read mode Im
w ERRYR i o T T e T [y = B L A L
Eatinn time-out [s0000 | me-- I| ‘ . Maximym appllEation re-trivs.
Handle requested object unknown bit IYes vl Requires application confirm No =
Clock validity 3500 5 Select Timeout IE. s
meres v - TU 30 magle e . [T ---Use.af dnphis it pineesingee - Deee =l

We are only utilizing Port 3.

2.4  Settings|Operation Mode Menu

Here is where we are telling the W@DE that we will communicate DNP3 over TCP/IP on the TCP/IP
ports. Your configuration should be as follows:

Communication general parameters

Protocol : DHP3
(Link: INurmaI VI] Media: I Vl
Link: aff - Media: I vi

Port 1 Mode:

Mo report by exception [+

Protocol : DHP3

Port 2 Mode: Mo report by exception ¥
Communication parameters on TCP/IP ports

Protocol : DNP3 over TCRIIP Link: INurmaI VI

Save
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2.5 Settings|Modbus Master Communication Menu

2.5.1 Modbus TCP Client Parameters

Here we will configure the W@DE to use port 502 to communicate to the PLC. We can also
setup different scan groups (Topics) on how often we want the W@DE to scan the PLC for data.
In our example we will only configure Topic 1 at a 1sec scan rate. The Modbus Slave Address
of the PLC is 2. When we create the variable object in the W@DE, we will assign the object to
a Topic.

Your configuration should be as follows:
Modbus master Communication Configuration

General Parameters

Serial Line Interface: R5485 = Reply Timeout: 1000 ms

!

Polarization:

:

Transmission speed: 18200 *| bauds Parity: |Even b Number of stop bits |1 VI
maximum frame length: 255 Event Polling period: |1000 me

Address Gap Span: No complementary filtered time: 1000 ms

|

Events on validity change:

Modbus TCP Client Parameters

Server Port 502 Connection Timeout 50 o
(+  siave Address: B Viatch period: 1000 =5 Topic On: ¥ |
2 Slave Address: [ Viatch period: 2000 =5 Topic On: ¥
3 Slave Address: [ Viatch period: 3000 s Topic on: ¥
4 Slave Address: [ Vatch period: 2000 . Topic On: W
5  Slave Address: [ Viatch period: 5000 o= Topic On: ¥

2.6 Settings|Slaves Configuration Menu

Define the IP Address of the M340 (Slave Device) and make sure it is ‘Active’.

Srhn%'d_eg: _ Sy
FElectric T

Administrator

Diagnostic Maintenance

B Slaves Configuration

Slave: Events: Time Format: Time Synchronisation: IP Address:
Active Type Address Address Period
j 1|orF x| Jother +| |1 | Type CEI (4 words) =] o Jo x10s  |192.188.3.71

jj Iuther =l j2 | Type CEI 4 words) 7] o Jo wios( [16a.25402
Savel
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2.7 Settings|Classes Configuration Menu

The Class here is not the DNP Class. This is just a means to organize your data for viewing within the
W@DE web environment (Monitoring Menu).

Classes configuration

Class name
Wy Clazz Name Herel Save

Ol IDigitﬁIInputs Save
O 'O IInternﬂI Information Save
O|Oc Jw340 Save
O 'O IQu antum Save

il JcH2M Hil Test Save
O 'O IAustin Save

HHHHH

Schneider WADE

3E|ectric >
Administrator

lManitoring Diagnostic Maintenance

. Equpmentstatus o]
e ] ses [
CH2ZM Hill Test

Pump in Auto_100002

Pump Fail Status_100004
Pump Run Status_000040
Pump Start Cmd_000050
Pump Stop Cmd_000052
Valve in Auto_400035.2
Valve Open Status_400035.4
Valve Close Status_400035.7
Valve Open Cmd_400037.3
Valve Close Cmd_400037.6
Pump Start Setpoint_400020
Pump Stop Setpoint_400022
Valve Open Setpoint_400030
Valve Close Setpoint_400032
Flove_400005

Rev: 8.0 Effective: 11-Dec-2009 Page 9 of 23
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2.8 Settings|Variable Configuration Menu

Define a variable object. Depending on the variable type (DI/DO/AI/AO) you will have different
configuration screens. In this document, we will define Al, AO, DI, and DO as these will be used in the
VijeoCitect demonstration.

28.1

Adding a variable of type Al

General Parameters

Variable name IW Correction factor lm
Logical Address: IE Class: IW Access: lm
Internal Address: ICC— External Address: I1DE‘:2—
i Max value: IU Min value: IU

: I'IG bitz word vl
Slave Address: |2 Word: |4 Bit: 0 |= Length:

Read function: IUS Read Holding P.eglsters_l

—
Period |10 zsc » Type Sﬁmple -1 Period |10 =sec ¥
I
High threshold |7 Value |16000
Low threshold Ird Value 2500
L
Method leed x| Value 1UUU

Minimum variation

- Alarms configuration

Alarm level :

- Min and Max log . Maximum Active . Minimum Active
Period value |1 Day 'l

Save Cancel Delete

General Parameters:

A Variable Name — DNP Object Name
A Class: W@DE class as defined in section 2.7

A External Address: <DNP Address>, <DNP Class> - DNP Address is a unique number between 0-

65565. DNP supervisor (VijeoCitect) will utilize this reference to access the object. DNP Class is
optional. On our variable set it to be of DNP Class2. If you omit the DNP Class, it defaults to Class1.

Modbus Master Communication Parameters

.

Topic: Topic to which variable is attached - as defined in secton 2.5.1

A Type: Configurable on analogs.

A Slave Address: To overwrite the Slave Address defined in Topic

A Word: Word address in the PLC of the analog information (example here is %MW4, the modbus
?/:;jl\(/jli/(\a/x of the Variable (Flow_6 T005) is 6 TO05 and the address entered here is based upon IEC 0:

A Read Function: Modbus function to be used by the W@DE to read the data from PLC.

Rev: 8.0

Effective: 11-Dec-2009 Page 10 of 23



Schneider Electric VJC and W@DE RTU DNP3 Solution

. Peroidic Treatment

A Log : Period defines how often to log into Measures Log (Diagnostics|Measures Log menu) within
W@DE RTU.

A Event: Activate saving of event to the DNP protocol event stack according to the Type and Period
criteria (create event of sample type every 10 sec).

. Threshold Treatment

* Log and Event same as Periodic Treatment only based on thresholds.
. Dead band

e Log and Event same as Periodic Treatment only based on deadband
. Alarms Configuration

e Alarm Level is the W@DE Alarm Level configured under the Settings|Alarms menu (not used in this
demo)

. Min and Max Log

e Period of the logs defined.

Rev: 8.0 Effective: 11-Dec-2009 Page 11 of 23
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Adding a variable of type AO

Measurement configuration

Variable name I‘-.Falve Open Setpoint_400030 Precision 0,01 hd

Logical Address: m Class: Im Access: lm

Internal Address: IG— External Address: 106

Unit: l— Scale: Max value: IWU— Min value: IU—

Topic m Type: lm Read only: m|

Slave Address: |2— Word: IZB— Bit: IE Length: IE

Read function: I 03: Read Holding Registers ;l Write function: Im
Period |15 min = Type IAverage vI Period |10 ssc =

High threshold l' Value |0
Low threshold Value U
Method IleetI x| value

Minimipm vari=tiog

level : Alarm

T —| = [ s e [
value |1Day vl Period

Save Cancel Delete

The same as Al with a few fields to explain:

A External Address: When we just enter the DNP address with no DNP Class the object defaults to
Classl

A Write Function: Since this is an AO we can write to the object so we have to setup the write function.

Rev: 8.0 Effective: 11-Dec-2009 Page 12 of 23
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2.8.2 Adding a variable of type DI
Digital input configuration

General parameters

Variable name: I\.l'a Ive Open Status_400035.4 Type:

 Double & Single

Logical address IZ 13 vl Class ICHEN Hill Test vl Access IDIQPLA" VI

Internal address: 0,0 External address: 10:.1

Active/lnactive status X
definition: Active (1): IUPEH E Inactive (0): I'“AC'U-“" E
Modbus Master Communication parameters
Topic m Type: lm
Slave Address: IZ_ Word: 34 Bit: m

Read function: IIJE: Read Holding Regizters ;I
o
On status change on active ™ On inactive ™
On status change on active On inactive
Alarm level : IE
Delayed alarm O IU— C Hours  Minutes * Seconds
Save Cancel | Delete

The same as Al with a few fields to explain:

A Active/lnactive Status:This is how you want it displayed on the screen in the Monitor menu. In the
example here we will display words (Open or Inactive) based on the bit being on or off. It will also
have a background color of red for Open and Green for Inactive.

A

Note that for digital data any change of state on a variable automatically generates recording in the
protocol event stack. For the other types of variables (Al, AO,etc) it is configurable.

2.8.3 Adding a variable of type DO

General parameters

Variable name: IW Type:  Double  Single
Access Im Order Im

Class lm

Logical address DO8 = Internal address: 01

Logical address of associated input IZ 15 vl External address: 102

e . _ : - rm
1 | — o'l - | Inactive (0) IM T — Active |

@ | definition:

Type: ,M Read only: Topic
Word: ,38— Bit: IE Slave Address: ,2_
id Holding Registers = Wirite function: [08: Write Register ~] Read function: [0a:Re:
T

On inactive ™ On status change On activ

Same as DI configuration.

Rev: 8.0 Effective: 11-Dec-2009 Page 13 of 23
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3 VijeoCitect Configuration

3.1 Introduction

This manual assumes that you understand the basic concept of communication configuration within
VijeoCitect including cluster configuration requirements.

3.2 Communication Configuration

Step 1: Inyour project, launch the Communications Setup Wizard and configure a device for DNP filling out the
appropriate info as required.

Step 2: Manally define:
Cluster: <Give it a name>
Network : Use loopback (127.0.0.1) for standalone system

Assign the Cluster and Network to the I0Server, Alarm, and Trend Servers configuration as shown.

Citect Project Editor | YWade_Demo | - COMPILED

= Edit Tags Alarms System Communication Servers Tools Window Help

8| =[5 Bl % [BE] <[> |« B|o|pE] 2

0 Server [ Wade_Demo ] ;Iﬂlil

Clusterl ] j ﬂ

Serys-HEme I I0Server]

Metwork Addresses 1L0cal ] j Part I
Peer Port I

Cluster Name

l:IusI:er [ Wade_Demo ]

| Clustert  F=

|
A I R ] Delere _H
Ardd Ranlarq l Delrbe l Helr l i gl

Cour

Cluster Mame

TS nb————

| Add || ’ Replace | J|E321arm Servers [ Wade_Demo ] O] x|

Record: 1 Cluster Name e £ H
e s [m————] [

| [ geplace | [ pelete | [ ek

=101 x|

I TrendServerl Mode | Primary -
+ o B

Hep | r

Rev: 8.0 Effective: 11-Dec-2009 Page 14 of 23



Schneider Electric VJC and W@DE RTU DNP3 Solution

You should have the following configuration for Boards, Ports, and I0Devices:

iz Citect Project Editor [ Wade_Demo ] - COMPILED

Gile Edit Tags Alarms System Communication Servers Tools  Window Help

5 @20 8] Bl & Bm] <= 3=RlE 2

Boards [ wade_Demo ]

Server Mame I I0Serverl

Board Mame ﬂ BOARDL

Board Tpe | TCPIP

Address I ] h l I

Special Opt

'ork lﬂ Inkerrupk lj
rver Mame IW
Part Mumber ll—

PortNsge  (PORT: boARDI )

BOARDL
Baud Rate ﬁ Data Bi
Stop Bits lﬁ Parity

Special Opt: I -1169.254.0.5 -P20000 -T

|
Comment I

Add Replace | Delel

Board Mame -

Record: 1

Carmrment I
34| 1,/0 Devices [ Wade_Deme |
Add Replace

Server Mame I0Serverl

I ‘Wade_DNP

Address I 4

Protocol IDNPR VI Port Marne: “ PORT1_BOARDL j]
Memary I & l

Comment I

Record: 1

Mame

Add Replace | Delete | Help |

Record: 1

Note the following:

A Port configuration is where the wizard places the IP address of the W@DE (-i<no space>IP Add) and
also the TCP Port as configured in the W@DE’s DNP3 IP Parameters Configuration (-P20000).

A 1ODevice is the place where the Wizard places the DNP address of the W@DE (4).

Protocol Parameters DNP3

DNP3 IP Parameters Configuration

SCADA IP address [eo2sa000 (TP Port [zo000
Connection Mode [server =] Outgoing TCP Port [zo000

Port3:  DestUDP Port [onoos Init UDP Part [zooo0
Local UDP Port [eoooe UDP Mode [Configured value =
Timeout e s
SCADA IP address R [zo000
Connection Mode [server =] Outgoing TCP Port [zo000

Port4:  DestUDP Port [ooo0 Init UDP Port [zo000
Local UDP Port [2o000 UDP Mode [Configured value = |
Timeout I

Port 3: SCADA address |3 (-I.‘revice address

T

Port 4 SCADA address IIJ Device address

A -T option on the Ports form tells the driver to us TCP and not UDP (-U option).

Rev: 8.0 Effective: 11-Dec-2009 Page 15 of 23
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Step 3: VijeoCitect INI File Settings

You will want to set the following DNPR parameters in the Citect.ini file (thru the Computer Setup Editor). For
more details on the available parameters and their descriptions please see the DNPR documentation for VijeoCitect (there
are many parameters).

[DNPR]

SCADAAddress=3 ! The DNP Address Matches W@DE configuration for the SCADA in DNP3 Parameters

EventPollPeriodDefault=30 !'Event Polls occur every 30 sec

EventPollRatioDefault=2 !After every 2 Event Polls on the next poll do Integrity Poll — ePoll, ePoll, iPoll,ePoll...

ProcessTrendEvents=1 !Turn on if you want event trends process by the driver otherwise only alarm events on

3.2.1 Adding a variable of type Al

Configure a variable tag called Flow with an Address of Al0108.Val (108 is the DNP address
defined in the W@DE configuration. Set the Eng and Raw scales as shown below (since this is
the LONG and we will want to trend it — remember if no scaling defined it defaults 1-32000 so
need to specify limits.)

Measurement configuration

General Parameters

Variable name IF\U\'.'_4DDDDE- Correction factor I Direct -
Logical Address: I ANZ Vl Class: I CH2ZM Hill Test Vl Access: DISPLAY Vl
Internal Address: II 0 External Address: 108,2 I
Unit: I Scale: l."Iax\.raIue:ID Min \.ralue:lD

i [=]

\l'ariahle Tags [ Wade_Demo ]

‘ariable Tag Mame
Cluster Mame
Address

Raw Zero Scale
Eng Zero Scale
Eng Units
Deadband

Comment

Add

-

Fi-] e

Clusterl / j 1/ Device Mame IW
L aiotos.val | Data Type [rone =]

o Raw Full Scale I‘IDDDD—

IU— Eng Full Scale I‘IDDDD—

aPM - Farmat [ =l

I—

|

Replace | Delete | Help |

Record: 1

Linked: No LI

Because we want to display the timestamps on the screen, we want to create VijeoCitect tags
that will hold the timestamps. The timestamp is coming from the W@DE and is embedded in
the DNP message to VijeoCitect on each object read/event. To get to it, we will define 2 tags (a
.TS —time seconds and a .TMS — time millisecond). The VijeoCitect driver will automatically
grab the time stamps from the DNP protocol message and place them within the defined
variable tags. You will see how we utilize these tags later when we display them on the screen.

Rev: 8.0
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Yariable Tags [ Wade_Demo ] - |EI|_

Variable Tag Name I Flow_TS

Cluster Mame I Clusterl j 10 Device Name W
Address [ win108.val. 75 Data Tvps E
Raw Zero Scale I— Raw Full Scale I—
Eng Zero Scale I— Eng Full Scale I—
Eng Units lﬁ Format I—'l
Deadband |— =10l

- E
Cormment I Analog Input Time Stamp Seconds since 1970 etz g e I REEHIAR
Cluster Name: I Clusterl j /0 Device Mame I Wade _DMP 'l —I
Add Replace | Delete | Help e, 7 . ot IJ___._.J._J.-_"__‘_ =l 4

] T
| | engFulsce |
| [ = Format [

Comment | Analog Input Time Stamp MiliSeconds since Midnig
add Replace | Dot | teb
. . »| PRecord: 3 Linked: Mo
3.2.2 Adding a variable of type AO =l

~ioix
Vatiable Tag Mame ‘umpSkart Setpoint il
Cluster Name | Cluster1 | 1o Deviee Name | ‘Wads_DNP v[
Address [0t 15 vl FLOAT Data Type E
Raw Zero Scale I— Raw Full Scale l—

Eng Zero Scale I ariable Tags [ Wade_Demo ] =10l x|

Eng Units FT hd ;I

‘ariable Tag Mame

Deadband I Cluster Mame I Cluster1 j [0 Device Mame I wade_DNP vI
Comment | address | 400115, SELECT FLOAT Data Type | REAL vI

Raw Zero Scale I Raw Full Scale I
add Replace | Del
Eng Zero Scale I Eng Full Scale I _I

Eng Units | 'I . _ Farmak | vI
1

Recard: 19

Commenk [
;I Record : 20 Linked: MNo

3.2.3 Adding a variable of type Bl
ol
‘ariable Tag hame il
Cluster Mame I Clusterl ﬂ I/ Device Name IW
Address [EioL10.val Data Type [olamal 5] "
oo | T
Eng Zero Seale Yariable Tag Mame I Pump_in_Auto_TS ;I
Eng Units l_ Cluster Mame I Clusterl j 1O Device Name IWL[
Deadband [ Adhess [B0110,val 75 Data Typs E

Re Eng Zero Scale I Yariable Tag Mame I Pump_in_futa_TMS d
Eng Units Cluster Manne I Cluskerl j I}/ Device Marne I wade_DMP vl

Record: 11

Deadband | Address | Ei0l10.¥al. TMS Data Tvpe | LoNG v[ I
Commenk I Raw Zero Scale I Rawy Full Scale I E
Rev: 8.0 o Eng Zero Scale I Eng Full Scale I

Replace

Eng Units I i I Farmak I - I
Record: 13

-  n r
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3.2.4 Adding a variable of type BO
1o/

‘Wariable Tag Mame I Pump_Stop_Crmd| il
Cluster Name | Cluster1 | 10 Device Name | Wade_DINP v[
Address I Bo0114.Yal Data Tvpe I DIGITAL - l

Raw Zero Scale [ ¥ariable Tags [ Wade_Demo ] Ol =]
e Yariable Tag Mame I Pump_5top_Cmd_Latch| ;I

'I Cluster Name I Clusterl j 1/0 Device Name I W ade_DMP vI
Address I Eo0114,5ELECT.LATCH Data Type I DIGITAL VI
| Raw Zero Scale I Raw Full Scale I
Eng Zero Scale I Eng Full Scale I
| Replace | Delete | _I
“ Eng Units I vi Format I vl
Deadband I

iZomment I

=

Add Replace | Delete | Help

Record 1 22 Linked: Mo LI

Rev: 8.0 Effective: 11-Dec-2009 Page 18 of 23
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3.25 Add Alarm Configuration

Step 1: Create the Category so that we can see the millisecond information (timestamp from
RTU) on the alarm page in runtime.

Alarm Categories [ Wade_Demo ] - IDIﬂ

Category Mumber I 1 Priority I 1 =

{DATE, 10}t {TIME, 14}t {Milisec, 3} Dt {TAG, 8}t {NAME, B}t {DESC,8
{TAG, 10H~t {NAME, 12}t {SUMDESC, 10+~ {ONTIME, 12}t .WE

] e

Step 2: Create a Time Stamped Digital Alarm and Time Stamped Analog Alarm (as shown).
Assigamped 3c
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3.2.6 Trend Configuration

Configure an Event Trend (only event trends are supported for pushing data and timestamps in
from the RTU).

iip Citect Project Editor [ Wade_Demo ] - COMPILED
File Edit | Tags Alarms Systermn Communication Serwers Tools  Window  Help

BE e bl sl <] 95 plE ol
- Trend Tags [ Wade_Demo ] =1al=|
Trend Tag Mame Iﬁ ﬂ

SPC Tags

Cluster Marne I Clustert j
Expression I Flow j
Trigger I j
SamplePeried  |000:0 v Typel[ TRH_EVENT | =]
Camment I Water Flow Trend

Add Replace | Delete | Help |
Record: 1 LI
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3.3 Graphics Page Configuration

The easiest thing to do is utilize the WADE_Demo project created for distribution with this document.
If you don’t have a copy of the project you can create a display with the following examples

For an Al (and BI) tag type such as Flow (ReadOnly):

RTU
Time Stamp

Value

$ | #HEEEEL M i‘*#g

For an AO tag type such as Pump_Start_Setpoint:

PURMPLSIEMISEIpoine| = EU |

For an BO tag type such as Pump_Start_CMD:

PURMPISEERCHIE]| s #
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5 Trend Demonstration

Step 1: Go into runtime and confirm comms

Step 2. Go to Process Analyst and add a Trend Pen.

Step 3: Right mouse click and right mouse click. Go to Properties. On the Main Page tab under
Process Analyst View|Panel select <your trend name>. On the Appearance Tab to the right select

Interpolation: Stepped.

Step 4. Open the W@DE Diagnostic Measures Log side by side with Process Analyst. You should see
the trend values match.

Process Analyst

A Wade - Microsoft Internet Explorer provided by SENAD

Fages Tiends Alams  Tools
File Edt Mjew Favorites Tools  Help

OBack T & u _'!‘:: D @Back M > \ﬂ @ _.l\l /.-\JSearch ‘:;?\?Favorites {‘} - “f; ‘Ev

Hd = 'Lfﬂ 'L‘?'ﬂ RN R @ £y 9 nc_ldress|f§| http:ff169.254.0.5/cgifmain.cgi "|E
122008 10007 .3 = 9[ = |—v‘ 'Q'|Euscar enInternet < B2 Corren ~ wFaVUritl
30000
Schneider
3 Electric
e e

15971 Monitaring Contral

12172009 2:03:56 PM
e Measures Logs

Time from 2:08:50 to 2:09:00

wes abatiatter | |- \ -u_lmum_
20000 was a backfill after

minutes.
120152009 14:10:40.499 A2 - Flove_400005 Ja0a
1200172009 14:10:30 428 A2 - Flow_4000035 32076

Ti A12/01/2009 14:10:20.358 AN 2 - Flove_400005 27077

1200172009 1410010257 A2 - Flove_400005 22073
120172009 14:10:00 216 A2 - Flow_4000035 17074
A12/01/2009 1 4:09:50 146 AN 2 - Flove_400005 12082

121012009 14:09:40075 A2 - Flowy 400003 7579

L 1210172008 14:09:30.004 AN 2 - Flowe_400005 2579
a

212/01/200914:06:17:546 10 Minates 4 4 b woW @ | & & 120172008 1408:20 840 112 - Flow_400005 30856
OEjeraTes | 5cake | Engineering Unks | cursort | 20012009 14:09010.870 112 - Flaw_400005 25875
= = Panel 101/2009 14:09:00 795 112 - Flow_400005 20920
| T & waterFlowTend |03 | s | 62,01 /2009 14:08:50 728 A2 - Flaw_400005 15971 ]

Step 5. Disconnect the Ethernet cable from the SCADA PC (to simulate a lost of communication) and
wait a specified time period. Observe the display that was built in Section 3.3 and notice the data has
gone to #COM indicating the lost of real time data. On the W@DE web interface go to the W@DE
Measures log and observe samples being logged (remember in the W@DE config we said log every 10
sec). The W@DE will have put an event on the Protocol Event Stack every 10 sec as we have
configured.

Step 6: Observe 4-5 samples enter the log and then reconnect the VijeoCitect network connection.
Upon reconnection of comms between VijeoCitect and the W@DE, VijeoCitect will go and read from
the Protocol Event Stack (which contains the events in the W@DE) bringing in the ‘missed’ trend data
and inserting it into the SCADA trend system. Next go to the Process Analyst, and when VijeoCitect
finishes obtaining all the event data you will see the trend data fill in appropriately (this may take a
minute to process the events). Check the data with that which is logged in the Measures Log (as
shown above). This proves that VijeoCitect has gone out to the W@DE, pulled the Events off the
Protocol Event Stack, and insert the data into the SCADA trend system. All this is done automatically
by the VijeoCitect driver.
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